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RUMPSESSION 1

” A Hybrid Filter Diffuses 

11 Disparate State Variables

into One Binary Output Variable 

in One Clock Cycle”

an Important ZK-Crypt Artifact
1 Message bit diffuses to more than 200 state variables on the 1st round
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RUMPSESSION 2

Basic Tenets

Massive Diffusion into State Variables

XOR Uncorrelated Words to Remove Differentials 

Smart Combi Non-Lin & Linear to Reduce Correlations 

Dual Track Orthogonal FB Precludes Message Modifiers

Follow Basic Tenets, Using Multipermutations,Follow Basic Tenets, Using Multipermutations,Follow Basic Tenets, Using Multipermutations,Follow Basic Tenets, Using Multipermutations,
Orthogonal FBs, nonOrthogonal FBs, nonOrthogonal FBs, nonOrthogonal FBs, non----LINs & Decorrelators  LINs & Decorrelators  LINs & Decorrelators  LINs & Decorrelators  

then Test to Prove no Bias, no Impossible Differentialthen Test to Prove no Bias, no Impossible Differentialthen Test to Prove no Bias, no Impossible Differentialthen Test to Prove no Bias, no Impossible Differential
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RUMPSESSION 3

The Environment The Environment The Environment The Environment ----Top Half of the Data ChurnTop Half of the Data ChurnTop Half of the Data ChurnTop Half of the Data Churn
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RUMPSESSION 5

2 of 3 MAJ Vector Obviously not strongly Correlated to2 of 3 MAJ Vector Obviously not strongly Correlated to2 of 3 MAJ Vector Obviously not strongly Correlated to2 of 3 MAJ Vector Obviously not strongly Correlated to
Linear Pseudo Random OutputsLinear Pseudo Random OutputsLinear Pseudo Random OutputsLinear Pseudo Random Outputs
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RUMPSESSION 6

Combining H rot 1 Combining H rot 1 Combining H rot 1 Combining H rot 1 ⊕⊕⊕⊕ H H H H ⊕⊕⊕⊕ Highly Correlated MAJ OUTHighly Correlated MAJ OUTHighly Correlated MAJ OUTHighly Correlated MAJ OUT
the 3 vectors slightly biased maybe loosely correlatedthe 3 vectors slightly biased maybe loosely correlatedthe 3 vectors slightly biased maybe loosely correlatedthe 3 vectors slightly biased maybe loosely correlated

X X X X ⊕⊕⊕⊕ Lower FB is Decorrelated in Store & XORLower FB is Decorrelated in Store & XORLower FB is Decorrelated in Store & XORLower FB is Decorrelated in Store & XOR
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RUMPSESSION 7

Thx for your attention

carmi, avi, ran, tim @fortressgb.com

Cosubmitters:

Nicolas T. Courtois
Gregory V. Bard
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RUMPSESSION 9

10 Bits from the Register Stored Diffuse into 25 bits of the  10 Bits from the Register Stored Diffuse into 25 bits of the  10 Bits from the Register Stored Diffuse into 25 bits of the  10 Bits from the Register Stored Diffuse into 25 bits of the  
Intermediate St0re & XOR & into 32 bits in the Bottom Store & XOIntermediate St0re & XOR & into 32 bits in the Bottom Store & XOIntermediate St0re & XOR & into 32 bits in the Bottom Store & XOIntermediate St0re & XOR & into 32 bits in the Bottom Store & XORRRR


